Lecture 1. Relevance of the problem of information security
Lecture Plan:
1. The concept of information security.

2. The main components of information security.

3. Tasks in the field of information security .

4. Subject directions of information protection.

 
Information Security Concept
The phrase "information security" in different contexts can have different meanings. In the Doctrine of Information Security of the Russian Federation, the term "information security" is used in a broad sense. This refers to the state of protection of national interests in the information sphere, determined by the totality of the balanced interests of the individual, society and the state.
In the Law of the Russian Federation "On participation in international information exchange" information security is defined in the same way - as the state of security of the information environment of the society, ensuring its formation, use and development in the interests of citizens, organizations, and the state.
In this course, our attention will be focused on the storage, processing and transmission of information, regardless of what language it is encoded, who or what is its source and what psychological impact it has on people.
By information security we will mean the security of information and supporting infrastructure from accidental or deliberate influences of a natural or artificial nature that could cause unacceptable damage to the subjects of information relations, including the owners and users of information and supporting infrastructure.
Information protection is a set of measures aimed at ensuring information security.
A methodologically correct approach to information security problems begins with identifying the subjects of information relations and the interests of these entities related to the use of information systems (IP). Threats to information security are the flip side to the use of information technology.
Two important consequences can be drawn from this position:
1. Interpretation of issues related to information security for different categories of entities can vary significantly. To illustrate, it is enough to compare state security organizations and educational institutions. In the first case, “it’s better to break everything than the enemy recognizes at least one secret bit”, in the second - “yes, we don’t have any secrets, if only everything works”.
2. Information security is not limited solely to protection against unauthorized access to information, it is a fundamentally broader concept. The subject of informational relations may suffer (suffer losses and / or suffer moral damage) not only from unauthorized access, but also from a breakdown of the system that caused a break in work. Moreover, for many open organizations (for example, training), protection from unauthorized access to information is not in the first place in importance.
Returning to the questions of terminology, we note that the term "computer security" (as an equivalent or a substitute for information security) seems to us too narrow. Computers are just one of the components of information systems. Although our attention will be focused primarily on information that is stored, processed and transmitted using computers, its security is determined by the totality of its components and, first of all, by the weakest link, which in the vast majority of cases is a person.
According to the definition of information security, it depends not only on computers, but also on the supporting infrastructure, which includes electricity, water and heat supply systems, air conditioners, communications, and, of course, maintenance personnel. This infrastructure has independent value, but we will only be interested in how it affects the performance of the functions prescribed by the information system.
Note that in the definition of information security, the noun “damage” has the adjective “unacceptable”. Obviously, it is impossible to insure against all types of damage, all the more, it is extremely difficult to do this in an economically feasible way, when the cost of protective equipment and measures does not exceed the amount of the expected damage. This means that one has to put up with something and defend oneself only from what cannot be reconciled with. Sometimes such unacceptable damage is harm to human health or the environment, but more often the threshold of unacceptability has a material (monetary) expression, and the purpose of protecting information is to reduce the size of the damage to acceptable values.
 
The main components of information security
Information security is a multifaceted, one might even say, multidimensional area of ​​activity in which success can be brought only by a systematic, integrated approach. The range of interests of subjects associated with the use of information systems can be divided into the following categories: ensuring the availability, integrity and confidentiality of information resources and supporting infrastructure.
We explain the concepts of accessibility, integrity, and confidentiality. Availability is an opportunity to get the required information service in an acceptable time. Under integrity implied relevance and consistency of the information, its security from unauthorized modification and destruction; a state of data in which they exactly correspond to the data in the source documents and at the same time cannot be subject to unintentional or intentional distortion or destruction.
Finally, confidentiality is a protection against unauthorized access to information.
The leading role of accessibility is especially pronounced in various kinds of control systems - production, transport, etc. Outwardly less dramatic, but also very unpleasant consequences - both material and moral - may be the prolonged unavailability of the information services that a large number of people use (selling rail and air tickets, banking services, etc.).
Integrity can be divided into static (understood as the immutability of information objects) and dynamic (relating to the correct execution of complex actions (transactions)). Dynamic integrity controls are used, in particular, when analyzing the flow of financial messages in order to identify theft, reordering or duplication of individual messages.
Finally, many organizations also have confidential issues (even in the educational institutions mentioned above, they try not to disclose salary information for employees) and for individual users (for example, passwords).
 
Tasks in the field of information Secure Nosta
The main tasks in the field of ensuring information security include:
• formation and implementation of a unified state policy to ensure the protection of national interests from threats in the information sphere, the implementation of constitutional rights and freedoms of citizens to information activities;
• improvement of the legislation of the Russian Federation in the field of ensuring information security;
• determination of the powers of state authorities of the Russian Federation, constituent entities of the Russian Federation and local governments in the field of ensuring information security;
• coordination of activities of public authorities to ensure information security;
• creation of conditions for the successful development of the non-state component in the field of ensuring information security, the implementation of effective civilian control over the activities of state authorities;
• improving and protecting the domestic information infrastructure, accelerating the development of new information technologies and their wide distribution, standardizing the means of searching , collecting, storing, processing and analyzing information, taking into account Russia's entry into the global information infrastructure;
• development of standardization of information systems based on universally recognized international standards and their implementation for all types of information systems;
• development of the domestic industry of telecommunications and information tools, their priority in comparison with foreign counterparts in the domestic market;
• protection of state information resources, primarily in federal government bodies, at the enterprises of the defense complex;
• spiritual rebirth of Russia; ensuring the preservation and protection of cultural and historical heritage (including museum , archival, library collections, main historical and cultural objects);
• preservation of traditional spiritual values ​​with the crucial role of the Russian Orthodox Church and churches of other faiths ;
• propaganda by the media of the elements of national cultures of the peoples of Russia, spiritual, moral, historical traditions, norms of public life, and best practices of such propaganda activities;
• increasing the role of the Russian language as the state language and the language of interstate communication between the peoples of Russia and the CIS member states;
• creation of optimal socio-economic conditions for the implementation of the most important types of creative activity and the functioning of cultural institutions;
• counteraction to the threat of the outbreak of confrontation in the information sphere;
• Organization of international cooperation to ensure information security in the integration of Russia into the global information space.
 
Subject areas of ZI
The main subject areas of ZI are the protection of state, commercial, official, banking secrets, personal data and intellectual property.
State secret - information protected by the state in the field of its military, foreign policy, economic, intelligence, counterintelligence and operational-search activities, the dissemination of which may harm the security of the Russian Federation.
Commercial secrets have been protected from time immemorial with the assistance of the state. In Russia, trade secrets were classified as commercial secrets, but then it was eliminated as a legal institution in the early 1930s and was protected as state and official secrets due to the nationalization of economic sectors.
Holders of commercial secrets - individuals (regardless of citizenship) and legal (commercial and non-commercial organizations) persons engaged in entrepreneurial activity and having a monopoly on information constituting commercial secrets for them.
At the same time, entrepreneurship is understood as “independent activity carried out at one’s own risk and aimed at the systematic receipt of profits from the use of property, the sale of goods, the performance of work or the provision of services by persons registered in this capacity in the manner prescribed by law” (Article 2 of the Civil Code of the Russian Federation) .
Bank secrecy - information about banking operations on accounts and transactions protected by banks and other credit institutions in the interests of clients, accounts and deposits of their clients and correspondents, as well as information about clients and correspondents, the disclosure of which may violate the latter's right to privacy.
The main objects of bank secrecy include the following:
1. Bank account secrecy
2. Secrecy of bank account transactions
3. Secrecy of bank deposit
4. The privacy of the client or correspondent.
Professional secrecy - information protected by law, entrusted or made known to a person (holder) solely by virtue of the performance of his professional duties not related to state or municipal service, the dissemination of which may harm the rights and legitimate interests of another person (principal) who has entrusted these information that is not a state or commercial secret.
1. Medical confidentiality - information containing:
• results of a survey of a person getting married;
• information about the fact of seeking medical help, about the state of health, the diagnosis of the disease and other information obtained during the examination and treatment of the citizen;
• information on artificial insemination and implantation of the embryo, as well as on the identity of the donor;
• information about the donor and recipient during transplantation of organs and (or) human tissues ;.
• information about the presence of a mental disorder, the facts of applying for psychiatric help and treatment at the institution that provides such assistance, as well as other information about the state of mental health of a citizen;
• other information in the medical documents of a citizen.
2. Secret of communication - the secret of correspondence, telephone conversations, mail, telegraph and other messages.
3. Notarial secret - information entrusted to a notary in connection with the performance of notarial acts.
4. Advocacy secret - information provided to a lawyer by a citizen in connection with the provision of legal assistance to him.
5. Secret of adoption - information on the adoption of a child legally entrusted to other persons, except for the judges who made the decision on adoption, and officials who carry out the state registration of this adoption.
6. Secret insurance - information about the insured, the insured person and beneficiaries, their health status, as well as the property status of these persons received by the insurer as a result of their professional activities.
7. Secret of confession - information entrusted by a citizen to a priest in confession.
Official secrets - confidential information protected by law, which has become known in state bodies and local self-government bodies only on legal grounds and by virtue of the performance by their representatives of official duties, as well as official information on the activities of state bodies, access to which is limited by federal law or by virtue of official necessary.
Service secret is a type of confidential information, and the right to official secret is an independent object of law. To implement its legal protection and protection, a special Federal Law “On official secrets” is required.
 
Questions for self-control:
1.   What is information security, what are its aspects?

2.   What is information security?

3.   What relates to the supporting infrastructure of an information system?

4.   List the tasks of information security.

5.   What is a state secret?

6.   What is a trade secret?

7.   What is a professional secret?

8.   What is official secret?

9.   What are the main protected objects.
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Lecture 2. Threats to information security.
Classification of threats.
Lecture Plan:
1. Basic concepts.

2. Types of threats.

3. Classification of threats.

4. Examples of threats.

- Key accessibility threats.
- Major privacy threats.
- The main threats to integrity.
 
Basic concepts
A threat is a potential opportunity to violate information security in a certain way.
An attempt to implement a threat is called an attack, and the one who makes such an attempt is called an attacker. Potential attackers are called sources of threat.
The indicator characterizing the security of information under the influence of various hazard factors is a security criterion.
Most often, the threat is a consequence of the presence of vulnerabilities in the protection of information systems (such as, for example, the ability of unauthorized persons to access critical equipment or software errors).
The time interval from the moment when it becomes possible to use a weak spot to the moment when the gap is closed is called the danger window associated with this vulnerability. As long as the danger window exists, successful attacks on the IP are possible.
If we are talking about errors in the software, then the danger window "opens" with the advent of the means of using the error and is eliminated when applying patches that correct it.
For most vulnerabilities, the danger window exists for a relatively long time, since the following events should occur during this time:
· should be aware of the means of using the security gap;

· appropriate patches should be issued;

· patches must be installed in the protected IP.

New vulnerabilities and means of their use appear constantly; this means, firstly, that there are almost always danger windows and, secondly, that monitoring of such windows should be carried out continuously, and the issuance and application of patches should be done as quickly as possible.
Some threats cannot be considered the result of any errors or miscalculations; they exist because of the very nature of modern IP. For example, the threat of power outage or its parameters exceeding the permissible limits exists due to the dependence of the hardware of the IC on high-quality power supply.
 
Types of threats
The following types of threats are distinguished.
1. Interruption - system components fail, become inaccessible or unusable. This attack, the purpose of which is to violate accessibility.
2. Interception is an attack whose purpose is to violate confidentiality, as a result of which unauthorized parties gain access to system components . An unauthorized party may be a person, a computer program. Examples include interception of messages transmitted over a network or illegal copying of files or programs
3. Change - an unauthorized party not only gets access to the system, but also interferes with the operation of its components. The purpose of this attack is to violate integrity. Examples include replacing values ​​in a data file, changing a program so that it will work differently, as well as changing the contents of messages transmitted over a network.
4. Counterfeiting - an unauthorized party places fake objects in the system. The purpose of this attack is a violation of authenticity (the computer system should be able to verify the identity of the user). Examples include placing fake messages on the network or adding entries to a file.
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Threat classification
Threats can be classified according to several criteria:
·               on the aspect of information security (accessibility, integrity, confidentiality), against which threats are directed primarily;

·               by the components of information systems that threats are aimed at (data, programs, hardware, supporting infrastructure);

·               by the method of implementation (random / deliberate actions of a natural / technogenic nature);

·               by location of the source of threats (inside / outside the IP in question).

As the main criterion, we will use the first (in terms of information security), attracting the rest if necessary.
 
Threat Examples
Key access threats
The most frequent and most dangerous (in terms of the amount of damage) are unintentional errors of regular users, operators, system administrators and other persons serving information systems.
Sometimes such errors are actually threats; sometimes they create vulnerabilities that can be exploited by attackers.
Other accessibility threats are classified by the IP components that the threats target:
1. user refusal - unwillingness to work with the information system, inability to work with the system due to lack of appropriate training, inability to work with the system due to lack of technical support (incomplete documentation, lack of background information, etc.);
2. internal failure of the information system - deviation (accidental or intentional) from the established operating rules, system exit from normal operation due to accidental or deliberate actions of users or service personnel (exceeding the estimated number of requests, excessive amount of processed information, etc.) , errors during (re) configuration of the system, software and hardware failures, data corruption, hardware damage or damage;
3. Support infrastructure failure - disruption (accidental or intentional) of communication systems, power supply, water and / or heat supply, air conditioning, destruction or damage to premises, inability or unwillingness of service personnel and / or users to fulfill their own.
The so-called "offended" employees - current and former, are very dangerous. As a rule, they seek to harm the "organization-offender", for example: to spoil the equipment; embed a logic bomb that will eventually destroy programs and / or data; delete data.
Major threats to integrity
Previously, we distinguished between static and dynamic integrity. In order to violate static integrity, an attacker (usually a full-time employee) may:
1. enter incorrect data;

2. To change the data.

Not only data, but also programs are potentially vulnerable from the point of view of integrity violation. Malware injection is an example of such a violation.
Threats of dynamic integrity are violation of the atomicity of transactions, reordering, theft, duplication of data or the introduction of additional messages (network packets, etc.). Appropriate actions in a network environment are called active listening.
Key privacy threats
Even if the information is stored in a computer or intended for computer use, threats to its confidentiality may be non-computer and generally non-technical in nature.
Many people have to act as users of not just one, but a number of systems. If reusable passwords or other confidential information is used to access such systems, then this data will most likely be stored not only in the head, but also in the notebook or on pieces of paper that the user often leaves on the desktop, or even simply loses. It is impossible to remember many different passwords; recommendations for their regular change only aggravate the situation, forcing to use simple alternation schemes or even try to reduce the matter to two or three passwords that are easy to remember (and just as easily guessed).
In addition to passwords stored in user notebooks, this class also includes the transfer of confidential data in an open form (in a conversation, in a letter, over the network), which makes it possible to intercept data. Various technical means can be used to attack, but there is only one idea - to access data at the moment when it is least protected.
Another example of a frequently forgotten change is storing data on backup media. To protect data on the main media, advanced access control systems are used; copies often just lie in cabinets and many can access them.
A dangerous non-technical threat to privacy is methods of moral and psychological impact, such as a masquerade - performing actions under the guise of a person with authority to access data.
 
 
Questions for self-control:
1. What is meant by threat?

2. What is the difference between threat and attack?

3. Give examples of intruders?

4. What is called a danger window?

5. Is it possible to completely eliminate the danger window in the information system?

6. List the types of threats. What aspect of information security are they aimed at?

7. Give an example of random and deliberate threats.

8. Give an example of accessibility threats.

9. Give an example of privacy threats.

10. Give an example of integrity threats.
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Lecture 3. Types of measures to ensure information security .
Lecture Plan:
1. Areas of information security measures.

2. Software and technical measures to protect information:

- Hardware information security
- Information security software
 
Areas of Information Security Measures
Information security emphasizes the importance of information in modern society - the understanding that information is a valuable resource, something more than individual data elements. The purpose of information security is to safeguard the values ​​of the system, to protect and guarantee the accuracy and integrity of information, and to minimize the damage that may occur if the information is modified or destroyed. Information security requires taking into account all events during which information is created, modified, accessed or distributed
The following areas of information security measures can be distinguished.
- legal               
- organizational               
- technical               
Legal measures should include the development of standards establishing responsibility for computer crimes, the protection of copyrights of programmers, the improvement of criminal and civil law, as well as legal proceedings. Legal measures also include issues of public control over the developers of computer systems and the adoption of international treaties on their restrictions if they affect or may affect the military, economic and social aspects of the life of countries that conclude the agreement.
Organizational measures include security of the computer center, careful selection of personnel, elimination of cases of especially important work being done by only one person, a plan to restore the center’s performance after it is out of order, organization of the computer center’s service by an outside organization or people who are not interested in hiding facts of the center’s malfunction , universality of protection against all users (including top management), blaming those who must ensure pretensioners center, selection center location, etc.
Technical measures include protection against unauthorized access to the system, reservation of critical computer subsystems, organization of computer networks with the possibility of redistributing resources in case of disruption of individual links, installing fire detection and extinguishing equipment, water detection equipment, taking structural measures to protect against theft, sabotage, sabotage, explosions, the installation of backup power systems, equipping the premises with locks, installing alarms and much more Goa.
 
Software and hardware information security measures
You can classify potential threats against which technical measures to protect information are directed:
1. Loss of information due to equipment failures:
- power outages;         
- failures of disk systems;         
- malfunctions of servers, workstations, network cards, etc.         
2. Loss of information due to incorrect operation of programs: 
- loss or change of data due to software errors;         
- Losses during infection of the system with computer viruses;         
3. Losses associated with unauthorized access:
- unauthorized copying, destruction or falsification of information;         
- familiarization with confidential information         
4. Errors of staff and users:
- accidental destruction or alteration of data;         
- incorrect use of software and hardware, leading to the destruction or modification of data         
The software and hardware protection measures themselves can be divided into:
- hardware protection equipment, including protection systems for the cable system, power supply systems, etc.
- security software, including: cryptography, anti-virus programs, systems of differentiation of powers, access control, etc.
- administrative protective measures, including staff training and education, organization of testing and commissioning of programs, access control to premises, etc.
It should be noted that such a division is rather arbitrary, since modern technologies are developing in the direction of combining software and hardware protection. The greatest distribution of such software and hardware was, in particular, in the field of access control, virus protection, etc.
Hardware Security
Under hardware protection means special tools that are directly part of the hardware and perform protection functions both independently and in combination with other means, such as software. You can highlight some of the most important elements of hardware protection:
power failure protection
The most reliable way to prevent information loss during a short-term power outage at present is the installation of uninterruptible power supplies ( UPS ). Various in their technical and consumer characteristics, such devices can provide power to the entire local area network or a separate computer for a period of time sufficient to restore the voltage supply or to store information on magnetic media. Otherwise, the following function of such devices is used - the computer receives a signal that the UPS has switched to work from its own batteries and the time of such battery life is limited. Then the computer takes actions to correctly terminate all running programs and shuts down ( SHUTDOWN command ). Most uninterruptible power supplies simultaneously perform the functions of a voltage stabilizer and provide additional protection against power surges. Many modern network devices - servers, hubs, bridges, etc. - equipped with their own duplicated power supply systems.
processor failure protection
One of the methods of such protection is the backup of critical computer subsystems. An example is symmetric multiprocessing. The system uses more than two processors, and in case of failure of one of them, the second continues to work so that users of the computing system do not even notice anything.
protection against failures of information storage devices.
Organization of a reliable and efficient system of backup and data duplication is one of the most important tasks to ensure the safety of information. In small networks where one or two servers are installed, most often the installation of a backup system is used directly in free server slots. These can be tape recorders (tape drive), reusable compact discs, optical discs, etc. In large corporate networks, it is most preferable to organize a dedicated specialized archive server. Experts recommend storing duplicate archives of the most valuable data in another building, in case of fire or natural disaster. In some cases, when such failures and loss of information can lead to an unacceptable shutdown, a mirrored hard drive system is used. A backup copy of the information is formed in real time, that is, at any time when one hard drive fails, the system immediately starts working with another.
leakage protection of electromagnetic radiation
The passage of electrical signals through PC circuits and connecting cables is accompanied by the occurrence of spurious electromagnetic radiation (PEMI) in the environment. The spread of spurious electromagnetic radiation outside the controlled territory by tens, hundreds, and sometimes thousands of meters, creates the prerequisites for information leakage, since it is possible to intercept it using special technical means of control. In a personal computer, in addition to wired communication lines, the main sources of electromagnetic radiation are monitors, printers, magnetic disk drives, as well as the central processor. Studies show that the radiation of the video signal of the monitor is quite powerful, broadband and covers the range of meter and decimeter waves. To reduce the level of spurious electromagnetic radiation, special means of protecting information are used: shielding, filtering, grounding, electromagnetic noise, as well as means of attenuating levels of unwanted electromagnetic radiation and interference using various resistive and absorbing matched loads.
When monitoring the protection of PC information, specially developed test programs are used, as well as special radiation level control equipment that determines the PC operating mode, which, together with other technical means, provides a hidden operating mode for various intelligence tools.
Information Security Software
Software protection means are special programs included in the system software to provide data protection functions independently or in combination with other means.
Among them, the following can be distinguished and considered in more detail;
- data archiving tools               
- antivirus software               
- cryptographic tools               
- means of user identification and authentication               
- access controls               
- logging and audit               
Examples of combinations of the above measures include:
- database protection               
- information security when working in computer networks.               
Details of information security software we will consider later.
 
Questions for self-control:
1. What areas of information protection measures do you know?

2. List the main software and hardware tools for protecting computer information.

3. What are the means of protection against power failures.

4. What are the means of protection against malfunctioning processors and storage devices.

5. What are the means of protection against information leaks due to the formation of electromagnetic radiation.

6. What relates to information security software?

 
Literature:
1. Partyka T.L., Popov I.I. Information Security. Textbook for students of vocational schools. - M.: FORUM: INFRA - M, 2002.
 

Lecture 4. Administrative level of information security.
Lecture Plan:
1. The basic concepts.
2. Security policy.
3. Security program.
 
Basic concepts
The administrative level of information security includes general actions undertaken by the organization’s management.
The main goal of administrative-level measures is to formulate a work program in the field of information security and ensure its implementation, allocating the necessary resources and monitoring the state of affairs.
The core of the program is a security policy that reflects the organization’s approach to protecting its information assets. The leadership of each organization should recognize the need to maintain a security regime and to allocate significant resources for these purposes.
Security policy is based on an analysis of risks that are recognized as real for the organization’s information system. When the risks are analyzed and the protection strategy is determined, an information security program is drawn up. Resources are allocated for this program, those responsible are appointed, the procedure for monitoring the implementation of the program is determined, etc.
 
Security policy
By security policy we will mean the totality of documented decisions made by the organization’s management and aimed at protecting information and the resources associated with it.
From a practical point of view, it is advisable to consider a security policy at three levels of detail. The upper level includes decisions that affect the organization as a whole. They are very general in nature and, as a rule, come from the leadership of the organization. A sample list of such solutions may include the following elements:
• a decision to form or revise a comprehensive program for ensuring information security, the appointment of those responsible for promoting the program;
• formulation of goals pursued by the organization in the field of information security, determination of general directions in achieving these goals;
• providing a framework for compliance with laws and regulations;
• formulation of administrative decisions on those issues of the implementation of the security program, which should be considered at the level of the organization as a whole.
For a top-level policy, the organization’s information security goals are stated in terms of integrity, accessibility and confidentiality. If the organization is responsible for maintaining critical databases, the forefront may be to reduce the number of data loss, damage or corruption. For the organization involved in the sale of computer equipment, probably, the relevance of information on the services and prices provided and its availability to the maximum number of potential buyers is important. The management of a secure enterprise primarily cares about protection against unauthorized access, that is, confidentiality.
The management of protective resources and coordination of the use of these resources, the allocation of specialized personnel to protect critical systems, and interaction with other organizations that provide or control the security regime are taken to the upper level.
The policy should define the responsibilities of officials to formulate and implement a security program. In this sense, security policy is the basis of personnel accountability.
Top-level politics deals with three aspects of law-abiding and executive discipline. First, the organization must comply with existing laws. Secondly, the actions of those responsible for developing a security program should be monitored. Finally, it is necessary to ensure a certain degree of staff diligence, and for this it is necessary to develop a system of rewards and punishments.
Generally speaking, a minimum of questions should be taken to the upper level. Such a statement is advisable when it promises significant cost savings or when it is simply impossible to do otherwise.
The middle level may include issues related to certain aspects of information security, but important for the various systems operated by the organization. Examples of such issues include attitudes toward advanced (but possibly insufficiently tested) technologies, Internet access (how to combine freedom of access to information and protection against external threats?), The use of home computers, the use of unofficial software by users, etc.
Mid-level policies should cover the following topics for each aspect:
Description of the aspect . For example, if we consider the use of informal software by users, the latter can be defined as software that has not been approved and / or purchased at the organization level.
Scope . It should be determined where, when, how, in relation to whom and what this security policy applies to. For example, does the use of informal software concern subcontractors? Does it affect employees who use laptops and home computers and are forced to transfer information to production machines?
The position of the organization on this aspect . Continuing the example with unofficial software, you can imagine the position of a complete ban, development of a procedure for accepting such software, etc. The position can be formulated and in a much more general form, as a set of goals that the organization pursues in this aspect. In general, the style of documents defining a security policy (as well as their list) in different organizations can be very different.
Roles and responsibilities . Information on the officials responsible for implementing the security policy should be included in the “political” document. For example, if employees require management approval to use informal software, they should know who and how to obtain it. If unofficial software cannot be used, you should know who monitors the implementation of this rule.
Law obedience . The policy should contain a general description of the prohibited acts and penalties for them.
Points of contact . It should be known where to go for clarifications, help and additional information. Typically, the “point of contact" is a specific official, and not the specific person currently holding a given post.
The lower level security policy refers to specific information services. It includes two aspects - goals and rules for their achievement, so it is sometimes difficult to separate from implementation issues. Unlike the top two levels, the policy in question should be defined in more detail. There are many things specific to certain types of services that cannot be uniformly regulated throughout the organization. At the same time, these things are so important for ensuring the security regime that the decisions related to them should be taken at the managerial rather than technical level. Here are a few examples of questions that should be answered in the lower level security policy:
• who has the right to access objects supported by the service?
• Under what conditions can data be read and modified?
• How is remote access to the service organized?
In formulating the objectives of a lower-level policy, one can proceed from considerations of integrity, accessibility and confidentiality, but one cannot stop there. Her goals should be more specific. For example, if we are talking about a payroll system, you can set a goal so that only employees of the human resources and accounting department are allowed to enter and modify information. In a more general case, goals should connect service objects and actions with them.
From the goals are derived safety rules that describe who, what, and under what conditions can do. The more detailed the rules, the more formally stated, the easier it is to support their implementation by software and hardware. On the other hand, too strict rules can interfere with users' work; they will probably have to be reviewed frequently. Management will have to find a reasonable compromise when an acceptable level of security is provided at an affordable price and employees are not overly connected. Usually, access rights to objects are most formally set in view of the particular importance of this issue.
 
Security program
After the security policy is formulated, you can begin to draw up a program for its implementation and actually to implement it.
To understand and implement a program, it needs to be structured by level, usually in accordance with the structure of the organization. In the simplest and most common case, two levels are enough - the upper, or central, which covers the entire organization, and the lower, or service, which refers to individual services or groups of homogeneous services.
The top-level program is led by the person responsible for the information security of the organization. This program has the following main objectives:
• risk management (risk assessment, selection of effective remedies);
• coordination of activities in the field of information security, replenishment and distribution of resources;
• strategic planning ;
• control activities in the field of information security.
As part of the top-level program, strategic decisions are made to ensure safety, technological innovations are evaluated. Information technologies are developing very quickly, and it is necessary to have a clear policy of tracking and introducing new tools.
It should be emphasized that the top-level program should occupy a strictly defined place in the organization’s activities, it should be officially adopted and supported by management, and also have a certain staff and budget.
The goal of a lower-level program is to provide reliable and cost-effective protection for a particular service or group of homogeneous services. At this level, it is decided which protection mechanisms should be used; hardware is purchased and installed; daily administration is performed; weaknesses, etc. are monitored. Usually, service administrators are responsible for the lower-level program.
 
Questions for self-control:
1. What is meant by the administrative level of information security?

2. What is a security policy?

3. Describe the levels of security policy.

4. What do security programs mean?

5. What is the foundation of a security program?

6. Describe the levels of the security program.

 
Literature:
1. Galatenko V.A. The basics of information security . Lecture course. - M, 2008.
 
Lecture 5 Security policy framework.
Security Policy Concepts
Information Security Management Measures
 
Under the information security realize information security against unauthorized inspection, conversion and destruction, as well as the security of information resources from the effects designed to violate their performance STI. The nature of these effects can be very diverse.
These are attempts to penetrate intruders, and personnel errors, and the failure of hardware and software, and natural disasters (earthquake, hurricane, fire), etc.
 
A threat to the safety of a nuclear power plant refers to possible actions that could directly or indirectly damage its safety. Security damage implies a violation of the state of security of the information contained and processed in the system (network). The concept of security threat is closely related to the concept of vulnerability of a computer system (network). Vulnerability in a computer system is a system-wide unsuccessful property that can lead to a threat. An attack on a computer system is the search and / or use by an attacker of one or another vulnerability of a system. In other words, an attack is an implementation of a security threat.
 
A security policy is a set of norms, rules and practical recommendations governing the operation of means of protecting a computer system from a given set of threats. For more information on the types of security policies and the process of their development, see chap. 3.
 
 
 
 
Under the security policy organizations understand The collection of documented management decisions PARTICULAR directed to the protection of information and its associated RESOURCES owls. Security policy is the means by which activities are implemented in the organization's computer information system. In general, the security policy is determined by the computer environment used and reflects the specific needs of the organization.
 
Usually CIS is a complex complex of heterogeneous, sometimes poorly coordinated hardware
 
      software: computers, OS, network tools, DBMS, various applications. All these components usually have their own protective equipment, which must be harmonized with each other. Therefore, an effective security policy is very important as a consistent form board for securing the corporate system. As the computer system grows and integrates into the global network, it is necessary to ensure that there are no weaknesses in the system, since all efforts to protect information can be discounted by just one oversight.
 
A security policy can be built in such a way that it establishes who has access to specific actions and applications, what roles and responsibilities specific individuals will have, and also provide security procedures that clearly prescribe how specific security tasks should be performed. Features of a particular employee may require access to information that should not be available to other employees. For example, a staff manager may have access to any employee’s private information, while a reporting specialist
may have access only to the financial data of these employees, and the ordinary employee will have access only to his own personal information.
 
The security policy determines the organization’s position on the rational use of computers and the network, as well as procedures for preventing and responding to security incidents. A large corporate system can apply a wide range of different policies, from business policies to specific rules for accessing datasets. These policies are fully determined by the specific needs of the organization.
 
Security policy defines the management strategy in the field of information security, as well as the measure of attention
 
       the amount of resources that management considers appropriate to allocate.
 
Security policy is based on an analysis of risks that are recognized as real for the organization’s IP. When a risk analysis is carried out and a protection strategy is defined, a program is drawn up, the implementation of which should ensure information security. Resources are allocated for this program, those who are responsible are appointed, the order of control over the program execution is determined, etc.
 
An organization’s security policy should have the structure of a concise, easily understood high-level policy document supported by specific documents of specialized security policies and procedures.
A high-level security policy should be reviewed periodically, thereby ensuring that the current needs of the organization are taken into account. The policy document is designed in such a way that the policy is relatively independent of specific technologies, in which case the document will not need to be changed too often.
 
In order to get acquainted with the basic concepts of security policy, let us consider, as a concrete example, a hypothetical local network belonging to a certain organization and the security policy associated with it [5, 63].
A security policy is usually issued in the form of a document that includes sections such as a description of the problem, scope, organization position, distribution of roles and responsibilities, sanctions, etc.
 
Information Security Management Measures
 
The main goal of measures taken at the managerial level is to formulate a work program in the field of information security and ensure its implementation by increasing the necessary resources and regular monitoring of the state of affairs. The basis of this program is a multi-level security policy that reflects the organization's comprehensive approach to protecting its resources and information assets.
 
        the practical point of view of security policy can be divided into three levels: upper, middle and lower [5, 6].
The top level of security policy defines decisions that affect the organization as a whole. These decisions are very general in nature and come, as a rule, from the leadership of the organization.
Such decisions may include the following elements:
 
the formulation of the goals pursued by the organization in the field of information security, the definition of general directions in achieving these goals;
 
the formation or review of a comprehensive program for ensuring information security, the identification of responsible persons for the promotion of the program;
 
providing the material basis for compliance with laws and regulations;
 
wording of management decisions on the implementation of the security program, which should be considered at the level of the organization as a whole.
 
Top level security policy formulated goals op -organization in the field of information security in terms of integrity, availability and confidentiality. If the organization is responsible for maintaining mission-critical databases, data integrity should be a priority . For a sales organization, the relevance of information about the services and prices provided, as well as its availability to the maximum number of potential buyers , is important . Regime organization will primarily take care of the confidential Nosta information t. E. To protect it from unauthorized access.
 
The management of security resources and coordination of the use of these resources, the allocation of special personnel to protect critical systems, and maintaining contacts with other organizations that provide or control the security regime are taken to the upper level.
 
Top-level policies should clearly define their sphere of influence. It can include not only all computer systems of the organization, but also home computers of employees, if the policy governs some aspects of their use. A situation is also possible when only the most important systems are included in the sphere of influence.
 
        The policy should define the duties of officials to develop a security program and to implement it, i.e., a policy can serve as the basis for personnel accountability.
Top-level politics deals with three aspects of compliance and executive discipline. First, the organization must comply with existing laws. Secondly, the actions of those responsible for you should be monitored.Security program. Thirdly, it is necessary to ensure the executive discipline of personnel with the help of a system of rewards and punishments.
 
The average level of security policy determines the solution of issues related to certain aspects of information security, but important for the various systems operated by the organization. Examples of such issues are attitudes toward Internet access (the problem of combining the freedom to receive information with protection from external threats), the use of home computers, etc.
 
The mid-level security policy should determine the following points for each aspect of information security:
 
      description of the aspect - the position of the organization can be formulated in a fairly general way, namely, as a set of goals that the organization pursues in this aspect;
 
scope - it should be specified where, when, how, in relation to whom and what this security policy applies to;
roles and responsibilities - the document must contain infor mation about the officials in charge of the security policy implementation;
 
sanctions - Policy should include a general description of the forbidden by the actions and punishments for them;
 
contact points - must know where to apply for raschatsya for explanations, help and more information. Typically, the “point of contact" is the face.
 
The lower level of security policy refers stake to be more specific services. It includes two aspects - goals and rules for their achievement, so it is sometimes difficult to separate from implementation issues. Unlike the two upper levels, the policy under consideration should be more detailed, i.e. when following the lower level security policy, it is necessary to give an answer, for example, to such questions:
 
who has the right to access objects supported by the service;
under what conditions can data be read and modified;
How is remote access to the service organized?
The lower level security policy may be based on integrity, accessibility and confidentiality considerations, but it should not stop there. In general, goals should connect service objects and meaningful actions with them.
 
From the goals are derived safety rules that describe who, what, and under what conditions can do. The more detailed the rules, the more clearly and formally they are stated, the easier it is to support their implementation by program and technical measures. Usually the most formally specified access rights to objects.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Lecture 4. Organization security policy framework
4.1 . Basic Security Policy Specialized Security Policies
Safety procedures
 
For most organizations, a security policy is absolutely necessary. It determines the organization’s attitude to security and the organization’s necessary actions to protect its resources and assets. Based on the security policy, the necessary security tools and procedures are established, and the roles and responsibilities of the organization’s employees in ensuring security are determined.
Typically, an organization’s security policy includes:
     basic security policy;
      specialized security policies;
      security procedures.
 
The main provisions of the organization’s security policy are described in the following documents:
 
      security policy review - discloses the purpose of the security policy , describes the structure of the security policy, sets out in detail who is responsible for what, establishes procedures and the estimated time frame for making changes. Depending on the size of the organization, a security policy may contain more or less sections;
      basic security policy description - determines the time resolved and prohibited activities and the necessary controls, as part of the security architecture;
     security architecture guide - describes ReA tion of security mechanisms in the components of Architects tours used in the organization of the network (Figure 3.1.).
 
4 .2. Basic security policy
 
A basic security policy establishes how an organization processes information, who can access it, and how to do it.
 
The top-down approach, implemented by the basic security policy, makes it possible to gradually and consistently carry out work on creating a security system without trying to immediately complete it. The basic policy allows you to get acquainted with the security policy in full at any time and find out the current state of security in the organization.
 
The structure and composition of the security policy depends on the size and goals of the company. Typically, an organization’s basic security policy is supported by a set of specialized security policies and procedures.
 
 
4 .2. 1 . Specialized Security Policies
 
There are potentially dozens of specialized policies that can be applied by most medium and large organizations. Some policies are designed for each organization; others are specific to certain computer environments.
          Considering the application features, specialized security policies can be divided into two groups:
 
• policies affecting a significant number of users;
 
• policies related to specific technical areas.
         specialized policies affecting a significant number of users include:
 
• acceptable use policy;
• policy of remote access to network resources;
• information security policy;
 
• password protection policy, etc.
        specialized policies related to specific technical areas include:
 
• firewall configuration policy;
• encryption and cryptographic key management policy;
• security policy of virtual secure VPN networks;
 
4 .2. 2 . Safety procedures
 
Security procedures are a necessary and important complement to security policies. Security policies only describe what should be protected and what are the basic rules for protection. Security procedures determine how to protect resources and what are the mechanisms for enforcing policies, i.e., how to implement security policies.
 
Essentially, security procedures are step-by-step instructions for performing operational tasks. Often, a procedure is the tool by which a policy is transformed into a real action. For example, a password policy formulates rules for constructing passwords, rules on how to protect a password and how often to replace it. The password management procedure describes the process of creating new passwords, their distribution, as well as the process of guaranteed change of passwords on critical devices.
 
Safety procedures detail the actions to be taken in responding to specific events; provide quick response in critical situations; help eliminate the problem of a single point of failure in work if, for example, during a crisis, an employee unexpectedly leaves the workplace or is inaccessible.
 
Many security related procedures should be standard tools in any department. As examples, you can specify the procedures for backing up and off-system storage of protected copies, as well as the procedures for removing a user from the active state and / or archiving the user's login and password, which are applied immediately as this user leaves the organization.
 
Consider several important security procedures that are required by almost every organization.
 
An event response procedure is a necessary security tool for most organizations. An organization is particularly vulnerable when an intrusion into its network is detected or when it is confronted with a natural disaster.
 
Procedures for responding to events is sometimes called proce event processing fool or a procedure to respond to the incident to denta. Impossible to provide responses to all soby ment security breaches, but should strive to reach the overwhelming burden the types of violations that may occur. For example: network port scan, denial of service attack, compromised host, unauthorized access, etc.
This procedure determines:
      responsibilities of response team members;
      what information to record and track;
 
how to handle the study of abnormalities and intrusion attacks;
 
     whom and when to notify;
who can publish information and what is the procedure for the release of information;
 
      how the subsequent analysis should be carried out and who will participate in it.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Lecture 5. International standards and nformatsion - continued safety
5.1 The role of information security standards
The problem of computer information security began to be dealt with from the moment when the computer began to process data whose value is high for the user.
 
        the development of computer networks and the growing demand for electronic services, the situation in the field of information security has seriously aggravated, and the issue of standardization of approaches to its solution has become especially relevant for both developers and
 
      for users of IT tools.
 
 
5 . 2 . The role of information security standards
 
The main objective of information security standards is to create the basis for interaction between manufacturers, consumers and experts in the qualification of IT products. Each of these groups has its own interests and its own views on the problem of information security.
 
Consumers are interested in a methodology that makes it possible to reasonably choose a product that meets their needs and solves their problems, for which they need a safety rating scale. Consumers also need a tool with which they can formulate their requirements to manufacturers. At the same time, consumers are only interested in the characteristics and properties of the final product, and not in the methods and means of achieving them. Unfortunately, many consumers do not understand that security requirements necessarily contradict functional requirements (usability, speed, etc.), impose restrictions on compatibility and, as
 
as a rule, they are forced to abandon widespread and therefore unprotected application software.
 
         
5 . 3 . International Information Security Standards
 
        In accordance with international and national standards, ensuring information security in any company involves the following:
 
determination to ensure information bezop goals with Nost computer systems;
 
creation of an effective information security management system;
 
calculation of a set of detailed qualitative and quantitative indicators to assess the conformity of information security with the set goals;
 
the use of tools to ensure information security and assess its current status;
 
the use of security management techniques to objectively assess the security of informationassets and manage the information security of the company.
 
Consider the most famous international standards in the field of information security that can be used in domestic conditions [52].
5 . 3 .1. Standards ISO / IEC 17799: 2002 (BS 7799: 2000)
 
The international standard ISO / IEC 17799: 2000 (BS 7799-1: 2000), Information Security Management - Information Technology, is one of the most well-known standards in the field of information security. This standard was developed on the basis of the first part of the British standard BS 7799-1: 1995 “Information security management - Part 1: Code of practice for information security management” and refers to the new generation of information security standards computer IC.
 
The current version of the standard ISO / IEC 17799: 2000 (BS 7799-1: 2000) addresses the following current issues of ensuring information security of organizations and enterprises:
      the need to ensure information security;
      basic concepts and definitions of information security;
 
      company information security policy;
      organization of information security at the enterprise;
 
      classification and management of corporate information resources;
 
      personnel management and information security;
      physical security;
      CIS security administration;
      access control;
 
     safety requirements for CIS in the course of their development, operation and maintenance;
      management of the company's business processes in terms of information security;
     internal audit of the information security of the company.
The second part of BS 7799—2: 2000, “Information Security Management - Part 2: Specification for information security management systems”, defines the possible functional specifications of corporate information security management systems from the point of view of their verification in accordance with the requirements of the first part of this standard. In accordance with the provisions of this standard, the procedure for audit of CIS is also regulated.
 
Additional guidance for information security management is provided by the British Standards Institution (BSI), published in 1995-2003. in the form of the following series:
 
      “Introduction to the problem of information security management ” (“Information security managment: an introduction”);
 
      “Certification capabilities for the requirements of the BS 7799 standard” (“Preparing for BS 7799 sertification”);
 
      " Management BS 7799 on the assessment and management of risk » ( «Guide to BS 7799 risk assessment and risk management»);
 
      “Guidelines for auditing the requirements of the standard” (“BS 7799 Guide to BS 7799 auditing”);
 
      “Practical recommendations for managing the security of information technology” (“Code of practice for IT management”).
 
        In 2002, the international standard ISO 17799 (BS 7799) was revised and substantially supplemented. In the new version of this standard, much attention is paid to improving the culture of information security in various international companies. According to experts, updating the international standard ISO 17799 (BS 7799) will not only enhance the culture of protecting information assets of the company, but also coordinate the activities of various leading state and commercial structures in the field of information security.
 
 
5 . 3 .2. German BSI standard
 
unlike ISO 17799, the German “Guidelines for the protection of information technology for a basic level of security” is devoted to a detailed review of particular issues of information security management of a company.
The German BSI standard presents:
 
general methodology for managing information security (organization of management in the field of information security, methodology for using management);
 
descriptions of the components of modern IT;
 
descriptions of the main components of the organization of the information security regime (organizational and technical levels of data protection, emergency response planning, support for business continuity);
characteristics of informatization objects (buildings, rooms, cable networks, controlled areas);
characteristics of the company's main information assets (including hardware and software, for example, workstations and servers under the control of the DOS, Windows, and UNIX family of OSs);
 
computer network characteristics based on various network technologies, such as Novell NetWare networks, UNIX networks, and Windows).
characteristics of active and passive telecommunication equipment of leading suppliers, for example, Cisco Systems;
 
      detailed catalogs of security threats and control measures (more than 600 items in each directory).
 
The issues of protection of the given information assets of the company are considered according to a certain scenario: a general description of the information asset of the company - possible threats and security vulnerabilities - possible measures and means of control and protection.
 
 
International Standard ISO 15408 “General Information Technology Security Criteria”
 
One of the main results of standardization in the sphere of systematization of the requirements and characteristics of secure information systems was the system of international and national standards for information security, which includes more than a hundred different documents. Important place in this
the system of standards takes the ISO 15408 standard, known as the "Common Criteria".
 
          1990 The International Organization for Standardization (ISO) began developing an international standard for IT security assessment criteria for general use.
 
       The development involved: the National Institute of Standards and Technology and the National Security Agency (USA), the Communications Security Agency (Canada), the Information Security Agency (Germany), the National Communications Security Agency (Holland), and the IT and Security Certification Program ( England), Center for Security Systems (France), which relied on its solid backlog.
 
Over a decade of development, the best specialists in the world have repeatedly edited the document. The first two versions were published in January and May 1998, respectively. Version 2.1 of this standard was approved on June 8, 1999 by the International Organization for Standardization (ISO) as the international information security standard ISO / IEC 15408 called “General Information Security Assessment Criteria. technology ”, or“ Common Criteria ”.
 
The General Criteria (OK) summarized the content and experience of using the Orange Book, developed European and Canadian criteria, and embodied the concept of typical profiles of protection of US federal criteria into real structures.
 
        OK, a wide range of IT security requirements has been classified, their grouping structures have been defined
 
       principles of use. The main advantages of OK are the complete safety requirements and their systematization, flexibility in application and openness for further development.
 
The world's leading manufacturers of IT equipment immediately began to supply customers with tools that fully meet the requirements of OK.
OKs were developed to meet the needs of three groups of specialists who are equally users of this document: manufacturers and consumers of IT products,
 
       also experts in assessing their level of safety. OK provide regulatory support for the process of choosing an IT product, which is required to operate under certain threats, serve as a guide for developers of such systems, as well asThey are guided by the technology of their creation and the procedure for evaluating the ensured level of security.
 
OK. consider information security, firstly, as a combination of confidentiality and integrity of information processed by the IT product, as well as the availability of aircraft resources and, secondly, they pose the means of protection to counter threats relevant to the environment of operation of this product and implementing the security policy adopted in this operating environment. Therefore, the OK concept includes all aspects of the design, production and operation of IT products designed to operate under certain security threats.
 
Consumers of IT products are concerned about the presence of security risks that lead to certain risks for the information being processed. To counteract these threats, IT products must include security features that counter these threats and address vulnerabilities, but security errors can in turn lead to new vulnerabilities. Certification of protective equipment allows us to confirm their adequacy to threats and risks.
The ISO 15408 standard raised IT standardization to the international level. There was a real prospect of creating a unified secure information space in which the certification of security of information processing systems will be carried out at the global level, which will provide opportunities for the integration of national IP, which in turn will open up new areas of IT application.
 
The adopted basic information security standard ISO 15408 is, of course, very important for Russian developers.
         Sec. 4.3 considers domestic GOST R ISO / IEC 15408-2002, which is an analogue of the ISO 15408 standard.
 
 
Lecture 6. Tasks of network security management . Network Security Management Architecture
 
We formulate the main tasks of managing an enterprise-wide network security system. Functionally, the system for managing information security tools in a distributed enterprise-wide network should solve the following problems:
 
      managing global security policy (GPB) within the enterprise network, the formation of local poly teak safety (LIB) of the individual adjusting devices and LIB to protect all information devices;
 
      configuration management of objects and access subjects; includes the management of the composition, versions, components of devices and protection software, as well as the management of patches (patch), which are used to close the holes found in the supplied security products;
the provision of services is protected by distributed application systems, as well as the registration of protected applications and their resources. The applications of this group should provide, first of all, an interface (API) for providing management of protection services by application systems;
 
management of cryptocurrencies, in particular - key management (key infrastructure). A key infrastructure should function as part of infrastructure (backbone) services;
 
event logging; It includes setting up the output of logs to different devices, controlling the level of detail of logs, and managing the composition of events for which logging is being carried out;
 
IP security audit; It provides obtaining and evaluating objective data on the current state of IP security; sometimes, security auditing is understood as log analysis, search for intruders and holes in the existing system; however, these functions are covered, rather, by log management tasks;
system security monitoring; provides real-time information about the status, activity of devices and about events with a security context that occur in devices, for example, about potential attacks;
 
ensuring the operation of special secure applications, for example, notarial supervision of operations, support of routine activities (changing keys, passwords, security devices, issuing smart cards, etc.);
 
ensuring the work of the design and inventory group of applications; this group of applications should implement:
 
- determination of points of installation of protective equipment in the enterprise network;
 
- accounting of applied protective equipment;
 
- control of the modular composition of protective equipment;
- monitoring the status of protective equipment, etc.
 
There is a problem of integrating and organizing the interaction of traditional network management systems and control systems for information protection tools in the network. To solve this problem, two main approaches are used.
 
The first approach is to integrate network or system management tools with tool management mechanisms
sewn up. Network and system management tools are primarily focused on network or IS management, that is, they support traditional actions and services: user account management, resource and event management, routing, performance, etc. Companies - Cisco Systems, Computer Associates, Hewlett Packard, Tivoli Sys tems - have taken the path of integrating security management mechanisms into traditional network management systems. However, such integrated management systems are often of high cost and, in addition, some aspects of security management remain outside the scope of these systems.
 
The second approach is to use the means intended for solving only the security management problem. For example, Check Point Software Technologies' Open Security Manager (OSM) provides the ability to centrally manage corporate security policies and install
 
         to network devices throughout the company. OSM is one of the main components of the Open Platform for Secure Enterprise Connectivity (OPS) technology developed by Checkpoint and creates an interface for managing network security devices from various manufacturers (for example, Cisco, Wow, 3Com).
 
6.1 Network Security Management Architecture
 
To ensure the security of enterprise information resources, information protection tools are usually located directly on the corporate network. DOEs control access to corporate resources, reflecting malicious attacks from outside, and virtual private network (VPN) gateways provide confidential information transfer through open global networks, in particular, the Internet. To create reliable layered protection, security tools such as Intrusion Detection Systems (IDS), access control systems for information content, anti-virus systems, etc. are also currently used.
 
Most CISs are based on software and hardware supplied by various manufacturers.
Each of these tools requires careful and specific configuration, reflecting the relationship between users and the resources available to them. In order to ensure reliable information protection in heterogeneous CIS, a rationally organized CIS security management system is needed that would ensure the security and proper configuration of each CIS component, constantly monitor changes that occur, install patches on gaps found in the system, and monitor work users. Obviously, the more heterogeneous IP, the more difficult it is to manage its security.
 
 
6.2 Key points
 
The experience of leading manufacturers of network security tools shows that a company will be able to successfully implement its security policy in a distributed CIS, if security management is centralized and does not depend on the OS and application systems used. In addition, the system for recording events occurring in the CIS (NSD events, changing user privileges, etc.) should be unified so that the administrator can compose a complete picture of the changes taking place in the CIS.
 
A number of security management tasks require the use of unified vertical infrastructures such as the X.500 catalog. For example, a network access policy requires knowledge of user identifiers. This information is also needed by other applications, for example, in the personnel accounting system, in the system of single access to applications (Single Sign-On), etc. Duplication of the same data leads to the need for synchronization, increased labor intensity, and possible confusion. Therefore, in order to avoid such duplication, common vertical infrastructures are often used .
 
       Such vertical structures used by various user subsystems operating at different OSI / ISO levels include:
 
PKI public key management infrastructure. It follows is noted an interesting aspect that has not yet received shi rokogo spread, but important for management. This
for the most part, digital certificates in the form of so-called “identity certificates” are used, but digital certificates in the form of so-called credential certificates are already being developed and used in some places; by issuing and revoking such “credentials,” you can more flexibly control access;
 
      Directories (for example, user identifiers and other user information required by access control systems) it is noteworthy that directories are often used not only as data warehouses - they also often have access policies, certificates, access lists, etc .;
 
      authentication systems (usually RADIUS, TACACS, TACACS + servers );
 
      event logging, monitoring and audit systems. It should be noted that these systems are not always twirl locally, often specialize and work independently in the interests of specific subsystems.
 
The concept of global security management, which allows one to build an effective hierarchical security management system for a heterogeneous network of a company, was developed by TrustWorks Systems [9]. Organization of centralized security management of CIS is based on the following principles:
 
     corporate network security management should be carried out at the GPB level — a set of security rules for a variety of interactions between corporate network objects, as well as between corporate network objects and external objects;
 
      GPB should be consistent with the company's business processes. For this, the security properties of the facilities and the required security services should be described taking into account their business roles in the company structure.
 
      for individual means of protection, LPS are formed. LBP broadcasting should be carried out automatically on the basis of analysis of GPB rules and the topology of the protected network.
 
Considering that the methodology of centralized management of network security quite fully reflects current trends in the development of security technologies, we will examine in more detail this methodology and some aspects of its implementation.
6.3 . Global Security Management Concept
 
      The basis of centralized CIS security management is the concept of global security management GSM (Global Security Management). The GSM concept allows you to build an integrated system for managing and protecting the information resources of an enterprise with the following properties:
 
     management of all existing protective equipment on the basis of the enterprise’s security policy, ensuring the integrity, consistency and completeness of the set of protection rules for all enterprise resources (security policy objects) and coordinated execution of the policy without danger with the means of protection supplied by different manufacturers;
 
      definition of all enterprise information resources through a single (distributed) directory of the enterprise environment, which can be updated both through its own resources description tools and through communication with other enterprise directories (including the LDAP protocol);
 
      centralized, policy-based security-based management of local information protection tools;
 
      integration with general management systems, infrastructure security systems (PKI, LAS, IDS).
 
        Within this concept of governance based on poly tick security - PBM (Policy based management) - determined wish to set up as the realization of a set of management rules specify bathrooms for enterprise business objects, which guarantees complete coverage of the field of business objects and consistency of the rules used by the control.
GSM management system focused on enterprise security management based on the principles of RVM satisfies the following requirements:
 
      enterprise security policy is logically and semantically connected, formed, edited and analyzed as a single whole data structure;
 
      The enterprise security policy is defined in a single context for all levels of protection as a single whole network security policy and the security policy of enterprise information resources;
 
The following is the concept of determining the GSP (GSP - Global Security Policy) of an enterprise network and a description of a policy based security management system built on the basis of the GPB.
 
6.4 Global and local policy and   security
 
The global corporate network security policy is a finite set of security rules (Fig. 16.1) that describe the interaction parameters of corporate network objects in the context of information security:
 
security service required for the connection (rules for processing, protecting and filtering traffic);
 
      direction of providing security service;
      authentication rules for objects;
      key exchange rules;
      rules for recording the results of security events in the system log;
 
      alarm signaling rules, etc.
 
 
6.5 . Security Management System
 
The structural elements of TrustWorks security management system are Trusted Agents, Trusted GSM Server and Trusted GSM Console (Fig. 16.2).
 
Assignment of fixed security
Security Agent (Trusted Agent), mounted on the Perso-national client computer, aimed at protecting the individualistic dual user acting as a rule, the client in the client-server applications.
 
The security agent installed on the application server is focused on securing the server components of distributed applications.
 
The security agent installed on the gateway computer ensures the isolation of network segments within the enterprise or between enterprises.
Control Center (Trusted GSM Server) provides Opis of storage and global security policies across the network, the broadcast of global politics in the local security policy of protection devices, load protection and control of the states of all agents in the system. To organize a distributed enterprise security management scheme, the GSM system provides for the installation of several (up to 65,535) GSM servers.
The management console (Trusted GSM Console) is designed to organize the workplace of the system administrator (s). For each of the GSM servers, several consoles can be installed, each of which is configured according to the role rights of each of the administrators of the GSM system.
Local Security Agent (Trusted Agent) is to fight the program is placed on the terminal (client, server, gateway) and performs the following security features:
      authentication of security policy objects, including integration of various authentication services;
      definition of the user in the system and events related
      this user;
      ensuring centralized management of funds without danger and access control;
 
     resource management for applications, support for managing access to application-level resources;
 
      traffic protection and authentication;
      traffic filtering;
     event logging, monitoring, alarming.
Additional Trusted Agent Features:
      cryptoservice delivery (multiple concurrent pluggable mo dules);
      perimeter management Single Sign-On (as a sub-task of user authentication);
 
     service for secure applications (crypto service, PKI access service, access to security management);
     traffic compression ( IPcomp , pluggable module );
     Network Reservation Management (QoS)
     functions of the local network anti-virus protection agent. The central element of the local agent is the process
 
litter the Local Security Policy (LSP processor), Interprom tiruyuschy local security policy and distribute incoming call between the other components.
 
System security monitoring
IP security monitoring functions are performed by security analysis tools and attack detection tools (see Chapter 14). Security analysis tools explore the settings of OS security elements on workstations and servers, databases. They examine network topology, look for insecure or incorrect network connections, and analyze ME settings.
 
       The functions of the security management system include the development of recommendations to the administrator on the elimination of detected vulnerabilities in networks, applications, or other components of the organization’s IS.
 
Using the adaptive network security management model makes it possible to control almost all threats and respond to them in a timely manner, not only eliminating vulnerabilities that can lead to a threat but also analyze the conditions that lead to their emergence.
 
